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TODAY WE WILL DISCUSS bOU_Chey

Cybersecurity & Fraud Prevention

Cybersecurity and fraud in financial services Common fraud scams and how to proactively
defend yourself

Protecting yourself — and actions to take if you Cybersecurity safety tips and additional fraud
fall victim prevention resources
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Why this matters now bouchey

$21B $7.7B $3.5B

reported cyber-enabled crime losses in reported losses among people age 60 and reported losses from imposter scams
2025 older

Scams increasingly look and sound legitimate

Artificial intelligence can imitate voices, create convincing messages and produce realistic documents. Experience and intelligence do
not make anyone immune.
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The scammer’s playbook bouchey

TRUST EMOTION URGENCY ISOLATION MONEY
A familiar person or Fear, excitement or A reason to act Pressure to keep it A transfer, code or
institution concern immediately private account access

Urgency is the signal to slow down

A legitimate institution will give you time to verify a request independently.
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Scams clients are seeing today

BANK OR FINANCIAL
INSTITUTION IMPOSTERS

Move money to a ‘safe’ account

INVESTMENT FRAUD

Exclusive opportunities, crypto or
social media groups

GOVERNMENT IMPOSTERS

Taxes, Social Security, tolls or law
enforcement

TECH SUPPORT

A device or account is supposedly
compromised

bouchey

FINANCIAL GROUP

FAMILY EMERGENCIES

A loved one needs money and secrecy

RELATIONSHIP SCAMS

Trust develops before money enters
the story
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TWELVE YOU SHOULD RECOGNIZE bOUChey

Popular Scams

Financial Institution Imposters Government Impersonation Charity Imposter
Tech Support Impersonation Gift Card Scam Investment Fraud
Internet of Things (loT) Sweepstakes & Lottery Family Emergency
Romance/Relationship Scams Business Email Compromise Unsecured Wi-Fi
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SEEING AND HEARING ARE NO LONGER ENOUGH bOUChey

Al makes familiar scams more convincing

VOICE CLONING DEEPFAKE VIDEO PERSONALIZED FAKE DOCUMENTS
_ MESSAGES ,
A family member seems to A trusted person appears on Websites and statements
call screen Details make phishing feel look polished
authentic

FAMILY DEFENSE Agree on a safe word or verification question
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Would you act on this? bouchey

BANK TEXT FAMILY CALL SECURITY ALERT
“A 54,800 transaction is pending. “Your grandson is in trouble and “Your account is compromised.
Click now if you did not authorize needs 55,000. Please do not call his Move your money to a secure
it.” parents.” account immediately.”

STOP o VERIFY INDEPENDENTLY o USE A NUMBER YOU ALREADY KNOW

CYBERSECURITY WEBINAR 09



02

Cybersecurity: your first line of
defense

HABITS THAT STOP MOST ATTACKS



Your Best Defense — a simple response bouchey
to suspicious contact

PAUSE VERIFY PROTECT
Give yourself time. Urgency is a Contact the person or institution Keep passwords, codes and device
warning sign. through a known channel. access private.

A legitimate request can survive a callback

When in doubt, involve another person before you act.
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Your personal cybersecurity checklist bouchey

Use a unique password for every important account Use a password manager

Turn on multifactor authentication Turn on transaction and login alerts
Protect your primary email account Freeze your credit when appropriate
Keep devices and apps updated Avoid unexpected links and attachments
Limit personal details shared publicly Back up important information

Stronger MFA options, including passkeys and security keys, resist phishing better than text or email codes.
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UNEXPECTED REQUESTS DESERVE INDEPENDENT VERIFICATION bOUChey

Extra caution around money movement

Move money to ‘protect’

Wire money Buy gift cards Send cryptocurrency i+
Share a verification code Install remote-access Change banking Keep the request secret
software instructions

If a significant request does not feel right, call us before you act.
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INCOMING FRAUDULENT E-MAIL bOUChey

Use the SLAM method

Four checks before you click anything.

Sender — check the address for misspellings or unfamiliar domains.
Links — hover without clicking and confirm the URL is legitimate.
Attachments — unexpected documents may carry malware. Call the sender to confirm.

Message — look for urgent language or threats. Legitimate companies don’t pressure you.

Document the interaction. Note details of any exchange with a Share what you saw. Warning others is the fastest defense.
fraudster.
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ACROSS GENERATIONS

bouchey
Talk to your children Talk to your elderly relatives
Start early and be open about the dangers — and about your Frame the conversation around cyber fraud without
owh experiences. questioning their judgment .
Warn them about fraud in online gaming , and coach them to Encourage them to ask family, friends, or a trusted advisor
never share personal information. when something feels off.

Establish a trusted contact at Bouchey Financial Group or Charles Schwab so institutions can raise fraud concerns. A trusted contact
has no authority over asset transfers.
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Five things to remember bouchey

Slow down when someone creates urgency
Verify through a channel you already trust
Never move money to ‘protect’ it

Use unique passwords and strong MFA

When in doubt, call us or someone you trust
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Compromised ldentity

ACT FAST, ACT IN ORDER



EIGHT STEPS, IN ORDER

bouchey

FINANCIAL GROUP

What to Do If You Fall Victim — Act Quickly

Stop contact with the
scammer and document the
details.

Secure affected accounts
and devices.

Contact the financial
institution involved — bank,
card issuer, investment firm.

Preserve messages, numbers
and receipts.

Change compromised
passwords.

Report the incident and
monitor your credit.

Call Bouchey Financial

Group to add safeguards on

your Schwab account.

Monitor accounts closely in

the months that follow.
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WHO TO CALL FIRST bOUChey

What if my Schwab account has been compromised?

STEP ONE IF WE'RE UNAVAILABLE

Contact Bouchey Financial Group immediately Call the Charles Schwab Identity Theft Team — open
24/7/365.

518.720.3333 +1-877-862-6352 Domestic +1-602-355-7300 International

Change your password Enable two-factor authentication
Update your Schwab password right away — strong, unique, and If 2FA is not already on, turn it on for an additional layer of
used nowhere else. security.

CYBERSECURITY WEBINAR 19



04

Bouchey Financial Group and
Charles Schwab

HOW WE PROTECT YOUR DATA



TWO LAYERS OF DEFENSE

How we protect your data

Bouchey Financial Group

Encryption — advanced encryption protects client data at rest and in
transit.

Employee training — weekly cybersecurity and fraud training for
every employee.

Secure client communication — encrypted e-mail and secure portals
for sensitive information.

Comprehensive cybersecurity plan — a strategic framework
protecting firm and client assets.

Multi-factor authentication — an extra layer on every system and
application.

bouchey

FINANCIAL GROUP

Charles Schwab & Co.

Multi-factor authentication — clients verify identity with MFA when
accessing accounts.

Dedicated fraud team — 24/7 response to cyber threats and identity
theft. +1-877-862-6352 - +1-602-355-7300

Device recognition — trusted devices are remembered; unfamiliar
ones are flagged.

Fraud detection tools — advanced systems detect unauthorized
access and fraudulent transactions.
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Additional Resources

WHERE TO GO NEXT



BOOKMARK THESE bOUChey

Additional Resources

GOVERNMENT & CONSUMER CHARLES SCHWARB

fbi.gov/scams-and-safety schwab.com/resource/identity-theft-checklist
consumer.ftc.gov/features/scam-alerts schwab.com/resource/online-security-checklist
annualcreditreport.com 10 Tips for Keeping Your Accounts Secure — Schwab Alliance

log-in required
ssa.gov/scam

Fraud Prevention — Charles Schwab
consumerfinance.gov/consumer-tools/fraud

Questions about your own accounts? Call us at 518.720.3333.
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HANDOUT - PAGES 1-2

Schwab Online Securi

We consider your account security
to be a partnership between you
and Schwab. While online security
can seem overwhelming, we want
you to know we're here to help.

Following these preventative steps
can go a long way toward keeping
you and your personal information
more secure, helping protect you
from identify theft, and maintaining
more Secure accounts.

Partner with Schwab to protect
your account.

O Schwab Security Guarantee: Beview Schwab's
Security Guarantee, which covers losses in any of
your Schwab accounts due to unauthorized actvity.

O Two-step verification: 2dd an additional
layer of security, which reguires you o enter a
unigue security code each time you access your
Schwab accounts.

O WVoice ID: Confirm your identity using Schwab's
woice 10 service when you call Schwab for support.

O Secuwrity alerts: Go 2 the Schwab Security Center
and sign up to receive notifications related to your
account activity.

Online
Security
Checklist

Follow general best practices.

O Be suspicious of unexpected or unsolicited phone calls,
emails, and texts asking you to send money or disclose
personal information. if you recefve a suspicious call,
do mot accept it, hang up. and call back using a known
contact number.

O Be cautious when sharing sensitive information and
conducting personal or confidental business via email, since
it can be compromised and used to facilitate identity theft

O Do not disclose personal or sensitive information
on social media sites, such as your birthdate, contact
information, and mother's maiden name.

O Be cautious when receiving money movement
instructions via email. Czll the sender at their known
number (not a number provided in the email) to validate all
instruction details verbally before following instructions or
providing your approval

O Protect yourself from phishing attempts and
malicious links (see glossary for additional information).

O Check your email and account statements regularly
for suspicious activity.

O Do not verbally disclose or enter confidential
information on a laptop or mebile device in public areas
where someone could potentially s=e. hear, or access
your information.

O WVerify payment requests you receive by phone
or email. Requests for you to make payments using
prepaid debit cards, gift cards, or digital currency are
frequently associated with fraud or scams.

ty Checklis

Keep your technology up to date.

m] heep your web browser and operating system
up to date, and be sure you're using appropriats
security settings. Old software, operating systems,
and browesers can be susceptible to attack.

O Install anti-virus and anti-spyware software on
all comiputers and mobile devices.

O Enable the security settings on your applications
and web browser.

0 Do notuse free or found USE thumb drives—
they could be infected with viruses or malware.

O Tumm off Bluetooth when its not needed. to protect
against individuals gaining access to your devices using
Bluetooth connections.

O Safely and securely dispose of old hardware.

Be cautious with public networks.

O Awoid using public computers. If you must
use one, go to the browser settings and clear
the browser history {cache) and cookies when
you're finished.

O Only use wireless networks you trust or
that are protected with a secure password.

O Use your personal Wi-Fi hotspot instead of
public Wi-Fi.

O Do not accept software updates if you are
connected to public Wi-Fi.

Be strategic with your login credentials
and passwords.

O Do not use personal information such as your Social
Security number or birthday as part of your login 1D.

O Create a unique password for each financial
institution you do business with and change it every
six months. Consider using & password manager
to create, manage, and store passwords that are
unique and secure.

O Do not share your passwords.

O Use two-step verification whenewer possible.

CYBE

bouchey

FINANCIAL GROUP

Be sure you're on a secure website.

O Check the URL to see if it's a secure connection.
Secure sites begin with https rather than hitp, and are
generally considersd safer.

O Check the address bar for site validity indicators
whenever you log in to a2 Schwab website. Some
browesers use green text of security symbols o indicate
a secure and verified site.

O Download apps only from the Google Play™
Store or the Apple App Store®

O Do not visit websites you dont know—for example,
wehbsites advertised on pop-up ads and banners.

O Log out completely to terminate access when you've
completed a secure session, such as with online banking
or a credit card payment.

Beware of phishing.

® Do not click on links or attachments in emails and texx
messages if you guestion the validity of the sender. instead,
type the real web address, for example
hittps=/fwerw schwab.com, in your browser.

Hower ower questionable links o reveal the site"s full
URL and see where the link really goes. Do not click on inks
that don't match the sender or don't match what you expect
T SeE.

Be suspicious of emails that have grayed-out Co:
and To: ines—they may have been sent to a mass
distribution list.

Check the sender's domain name in the email
address (john doe@schwab_com) to see if it matches what
you would expect to see.

Activate the spam filters in your email settings tab.
This will help prevent unsclicited emails from coming to
your inbso.

If you suspect an email that appears to be from
Schwab is a phishing email, forward it to
phishingi@schwab. com.

If you have gquestions about an email from Schwab
or personal information you entered about your Schwab
account after clicking an email link, call us immediately

gt B00-435-4000.



HANDOUT - PAGES 1-2

How to Handle Fraud or Identity Theft

bouchey

FINANCIAL GROUP

How to 1 | ' o Additional steps Going forward

h an {ZJ |_e fraud O File a complaint with the O If you've been a victim of fraud or identity theft,
Federal Trade Commission (FTC) at you should consider yowrself at higher risk for future attempts.
www. fiz.gov or by calling 877-1D-THEFT.

or identity
theft.

O Monitor account statements to look for additional
O Visit www.identitytheft.gov for additional unauthorized activity.
resources on reporting and recovering from fraud.
O Order a free annual credit report at
www.annualcreditreport.com to make sure there are no

fravdulent activities such as newly opened accownts.

O Call the Social Security Administration’s
fraud hotline at 500-269-0271 if you suspect your
Social Security number has been compromised.

The Office of the Inspector General will take your O Request your credit report every six months to check for
report and investigate activity. The Social Security unauthorized activity. Doing so should not affect your credit
Administration also provides helpful materials, such score and you can confirm this with the credit agency.

as Identity Theft and Your Social Security Mumber.
O Diligently monitor your financial account activities

If you suspect you've
been the victim of

Reporting

Visit the IRS website at https:/fwww.irs. gow'uac’
taxpayer-guide-to-identity-theft if you're the victim
of tax fraud. vou'll be able to access the Taxpayer
Guide to identity Theft, which provides education on
tax-related identity theft, tips to reduce your risk,
and steps for victims to ke,

during the next year and take precautions te avoid future
SECUrity incidents.

Protect yourself from phishing attempts and malicious
links, particularly urgent-sownding, legitimate-locking emails,
calls or text messages from what appear to be trusted sources.

O Immediately report the fraud or identity theft w your
financial institution and follow any instructions they provide regarding
YOUr Account.

identity theft or fraud,
taking immediate
action may help limit
the impact.

0O Contact the fraud department of your creditors, such as credit
card issuers, phone companies, utilities, banks, and lenders
to dispute wnautharized charges.

O Report the crime to your local police. Even though the incident may
cross multiple perisdictions, youwr local police will file a formal report and
refier you to additional resources and agencies that can help.

That's Wh}-’ we've Contact Information for the Credit Bureaus

created this checklist

; Equifax Experian TransUnion
.Df S‘teps '}."Qu Can use |'|: O Contact the three major credit bureaus—Equifax, Experian, and
- - TransuUnion—tmo request a fraud alert on your account and a freeze on BOD-525-B285 BBE-307-3742 BO0-B80-7288
YO U su Sp = Ct |dE ntl t}‘ your credit report. Dispute any fraudulent activity on your credit
theft or fraud at ancther report. Contact information for all three credit bureaus is provided on WWW_equifax_com WWW_BPENiAN.Com WWW_ITENELION Com
r. . { h tt t the next page.
Inanciat Insutution. Equifax Information Experian TransUnion LLC
Services LLC 0. Box 4500 P.O. Box 2000
Securing your systems P.O. Box 740255 allen, TX 75013 Chester, PA 19016
Atlanta, G4 30574
O Check your computer for mabware by performing a full anti-virus
and anti-spyware scan if you suspect a possible compromise.
O Change account passwords after you've ensured your computer
i5 not infected with a virus, malware, or spyware. Make each password
umigque and strong, and use two-step verification when available.
O Review account activity at your other financial institutions and charies
report any problems. SCHWAR
O Work with your financial institution to add safeguards 2019 Charies Schwab & Co, Inc. Allrights reseresd. Member SIPC,
to the acoount CC2I7754B (1MB-BHUE  MKTW04427FRD-00 {1219 %Wm
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HANDOUT - PAGE 3 bOU_Chey

Glossary & Where to Learn More

Glossary Learn more
Two-step verification isit these sites for more information and
(aka multi-factor authentication) best practices:

A& method of confirming your identity using a second step to .
TN f StaySafeOnline.org
werify who you are. For example, the first step might be to
enter your usemame and password, and the second step Review the STOP. THIMK. CONMECT™
might be to enter a randomly generated number sent to you cybersecurity educational campaign.

via email, text, phone call, or token.
OnGuardOnline.gov

Phishing Focused on online security for kids. it includes a
The fraudulent practice of sending emails or text messages bleg on current cyber trends.

appearing o be from reputable companies or trusted

individuals in an attempt to get individuals to reveal personal EDIC Consumer Assistance & Information
information such as passwords and credit card numbers. FBI Scams and Safety

Phishing attempts are usually urgent-sounding. legitimate-
looking emails or texts designed to trick you into disclosing
personal information or installing & virus on your device.
These scams can be sentas attechments or links that, when
opened or clicked, may trigger malicious activity or take you
o fake sites that resemble the real business websites.

Password manager

an encrypted online or cloud-based program that generates,
retrieves, and keeps track of random passwords across
countless accounts and also protects information such as
passwords, PIMs, credit card numbers and their three-digit
CWW codes, and answers to Security guestions.

Domain name

As it relates to an email address, this is the information that
comes after the (@ symbol—for example, schwab.com in
jane.doe@schwab com.

Spam filter

& program that detects unsclicited and unwanted emails and
prevents them from reaching your email inboe. Usually these
types of emails are instead sent to a spam folder.

Mabware

Software that is intended to damage or disable computers
and computer systems.

charles
SCHWAB

©2027 Crarles Schwab & Co, e, All rights resenved. Member SIFC

CCEBEE200 (030-0464]  MKTIDS50-01 (0023 %WW
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FOR THE RECORD 99}&9&9}7
Disclosure

Please remember that past performance may not be indicative of future results. Different types of investments involve varying degrees of risk, and there can be
no assurance that the future performance of any specific investment, investment strategy, or product (including the investments and/or investment strategies
recommended or undertaken by Bouchey Financial Group, Ltd.), or any non-investment related content, made reference to directly or indirectly in this
newsletter will be profitable, equal any corresponding indicated historical performance level(s), be suitable for your portfolio or individual situation, or prove
successful.

Due to various factors, including changing market conditions and/or applicable laws, the content may no longer be reflective of current opinions or positions.
Moreover, you should not assume that any discussion or information contained in this newsletter serves as the receipt of, or as a substitute for, personalized

investment advice from Bouchey Financial Group, Ltd. Please remember to contact Bouchey Financial Group, Ltd., in writing, if there are any changes in your
personal/financial situation or investment objectives for the purpose of reviewing/evaluating/revising our previous recommendations and/or services.

Bouchey Financial Group, Ltd. is neither a law firm nor a certified public accounting firm and no portion of the newsletter content should be construed as legal
or accounting advice. A copy of Bouchey Financial Group, Ltds current written disclosure statement discussing our advisory services and fees is available for
review upon request.
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—— QUESTIONS WELCOME

Thank you for joining us

518.720.3333 - bouchey.com

FEE-ONLY FIDUCIARY WEALTH MANAGEMENT
bouchey

|||||||||||||| HEALTH. WEALTH. FOR LIFE.
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