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T O D A Y  W E  W I L L  D I S C U S S

Cybersecurity & Fraud Prevention

01 Cybersecurity and fraud in financial services 02 Common fraud scams and how to proactively 
defend yourself

03 Protecting yourself — and actions to take if you 
fall victim

04 Cybersecurity safety tips and additional fraud 
prevention resources
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Why this matters now

$21B
reported cyber-enabled crime losses in 
2025

$7.7B
reported losses among people age 60 and 
older

$3.5B
reported losses from imposter scams

Scams increasingly look and sound legitimate
Artificial intelligence can imitate voices, create convincing messages and produce realistic documents. Experience and intelligence do 
not make anyone immune.
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The scammer’s playbook

1

T R U S T

A familiar person or 
institution

2

E M O T I O N

Fear, excitement or 
concern

3

U R G E N C Y

A reason to act 
immediately

4

I S O L A T I O N

Pressure to keep it 
private

5

M O N E Y

A transfer, code or 
account access

Urgency is the signal to slow down
A legitimate institution will give you time to verify a request independently.
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Scams clients are seeing today

B A N K  O R  F I N A N C I A L  
I N S T I T U T I O N  I M P O S T E R S

Move money to a ‘safe’ account

G O V E R N M E N T  I M P O S T E R S

Taxes, Social Security, tolls or law 
enforcement

F A M I L Y  E M E R G E N C I E S

A loved one needs money and secrecy

I N V E S T M E N T  F R A U D

Exclusive opportunities, crypto or 
social media groups

T E C H  S U P P O R T

A device or account is supposedly 
compromised

R E L A T I O N S H I P  S C A M S

Trust develops before money enters 
the story
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T W E L V E  Y O U  S H O U L D  R E C O G N I Z E

Popular Scams

Financial Institution Imposters Government Impersonation Charity Imposter

Tech Support Impersonation Gift Card Scam Investment Fraud

Internet of Things (IoT) Sweepstakes & Lottery Family Emergency

Romance/Relationship Scams Business Email Compromise Unsecured Wi-Fi
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S E E I N G  A N D  H E A R I N G  A R E  N O  L O N G E R  E N O U G H

AI makes familiar scams more convincing

V O I C E  C L O N I N G

A family member seems to 
call

D E E P F A K E  V I D E O

A trusted person appears on 
screen

P E R S O N A L I Z E D  
M E S S A G E S

Details make phishing feel 
authentic

F A K E  D O C U M E N T S

Websites and statements 
look polished

F A M I L Y  D E F E N S E Agree on a safe word or verification question

C Y B E R S E C U R I T Y  W E B I N A R  •  0 8



Would you act on this?

01 B A N K  T E X T

“A $4,800 transaction is pending. 
Click now if you did not authorize 
it.”

02 F A M I L Y  C A L L

“Your grandson is in trouble and 
needs $5,000. Please do not call his 
parents.”

03 S E C U R I T Y  A L E R T

“Your account is compromised. 
Move your money to a secure 
account immediately.”

S T O P  •  V E R I F Y  I N D E P E N D E N T L Y  •  U S E  A  N U M B E R  Y O U  A L R E A D Y  K N O W
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Cybersecurity: your first line of 
defense



Your Best Defense — a simple response 
to suspicious contact

1
PAUSE
Give yourself time. Urgency is a 
warning sign.

2
VERIFY
Contact the person or institution 
through a known channel.

3
PROTECT
Keep passwords, codes and device 
access private.

A legitimate request can survive a callback
When in doubt, involve another person before you act.
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Your personal cybersecurity checklist
✓ Use a unique password for every important account ✓ Use a password manager

✓ Turn on multifactor authentication ✓ Turn on transaction and login alerts

✓ Protect your primary email account ✓ Freeze your credit when appropriate

✓ Keep devices and apps updated ✓ Avoid unexpected links and attachments

✓ Limit personal details shared publicly ✓ Back up important information

Stronger MFA options, including passkeys and security keys, resist phishing better than text or email codes.
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U N E X P E C T E D  R E Q U E S T S  D E S E R V E  I N D E P E N D E N T  V E R I F I C A T I O N

Extra caution around money movement

! Wire money ! Buy gift cards ! Send cryptocurrency !
Move money to ‘protect’ 
it

!
Share a verification code

!
Install remote-access 
software !

Change banking 
instructions !

Keep the request secret

If a significant request does not feel right, call us before you act.
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I N C O M I N G  F R A U D U L E N T  E - M A I L

Use the SLAM method
Four checks before you click anything.

S Sender — check the address for misspellings or unfamiliar domains.

L Links — hover without clicking and confirm the URL is legitimate.

A Attachments — unexpected documents may carry malware. Call the sender to confirm.

M Message — look for urgent language or threats. Legitimate companies don’t pressure you.

Document the interaction. Note details of any exchange with a 
fraudster.

Share what you saw. Warning others is the fastest defense.
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A C R O S S  G E N E R A T I O N S

Discussions with Your Family

Talk to your children

Start early and be open about the dangers — and about your 
own experiences.

Warn them about fraud in online gaming , and coach them to 
never share personal information.

Talk to your elderly relatives

Frame the conversation around cyber fraud without 
questioning their judgment .

Encourage them to ask family, friends, or a trusted advisor 
when something feels off.

Establish a trusted contact at Bouchey Financial Group or Charles Schwab so institutions can raise fraud concerns. A trusted contact 
has no authority over asset transfers.
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Five things to remember

1 Slow down when someone creates urgency

2 Verify through a channel you already trust

3 Never move money to ‘protect’ it

4 Use unique passwords and strong MFA

5 When in doubt, call us or someone you trust

C Y B E R S E C U R I T Y  W E B I N A R  •  1 6



03
Compromised Identity



E I G H T  S T E P S ,  I N  O R D E R

What to Do If You Fall Victim — Act Quickly

01

Stop contact with the 
scammer and document the 
details.

02

Contact the financial 
institution involved — bank, 
card issuer, investment firm.

03

Change compromised 
passwords.

04

Call Bouchey Financial 
Group to add safeguards on 
your Schwab account.

05

Secure affected accounts 
and devices.

06

Preserve messages, numbers 
and receipts.

07

Report the incident and 
monitor your credit.

08

Monitor accounts closely in 
the months that follow.
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W H O  T O  C A L L  F I R S T

What if my Schwab account has been compromised?

S T E P  O N E

Contact Bouchey Financial Group immediately

518.720.3333

I F  W E ’ R E  U N A V A I L A B L E

Call the Charles Schwab Identity Theft Team — open 
24/7/365.

+1-877-862-6352 Domestic +1-602-355-7300 International

Change your password

Update your Schwab password right away — strong, unique, and 
used nowhere else.

Enable two-factor authentication

If 2FA is not already on, turn it on for an additional layer of 
security.
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Bouchey Financial Group and 
Charles Schwab



T W O  L A Y E R S  O F  D E F E N S E

How we protect your data

Bouchey Financial Group

Encryption — advanced encryption protects client data at rest and in 
transit.

Employee training — weekly cybersecurity and fraud training for 
every employee.

Secure client communication — encrypted e-mail and secure portals 
for sensitive information.

Comprehensive cybersecurity plan — a strategic framework 
protecting firm and client assets.

Multi-factor authentication — an extra layer on every system and 
application.

Charles Schwab & Co.

Multi-factor authentication — clients verify identity with MFA when 
accessing accounts.

Dedicated fraud team — 24/7 response to cyber threats and identity 
theft. +1-877-862-6352 · +1-602-355-7300

Device recognition — trusted devices are remembered; unfamiliar 
ones are flagged.

Fraud detection tools — advanced systems detect unauthorized 
access and fraudulent transactions.
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Additional Resources



B O O K M A R K  T H E S E

Additional Resources

G O V E R N M E N T  &  C O N S U M E R

fbi.gov/scams-and-safety

consumer.ftc.gov/features/scam-alerts

annualcreditreport.com

ssa.gov/scam

consumerfinance.gov/consumer-tools/fraud

C H A R L E S  S C H W A B

schwab.com/resource/identity-theft-checklist

schwab.com/resource/online-security-checklist

10 Tips for Keeping Your Accounts Secure — Schwab Alliance 
log-in required

Fraud Prevention — Charles Schwab

Questions about your own accounts? Call us at 518.720.3333.
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H A N D O U T  ·  P A G E S  1 – 2

Schwab Online Security Checklist
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H A N D O U T  ·  P A G E S  1 – 2

How to Handle Fraud or Identity Theft
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H A N D O U T  ·  P A G E  3

Glossary & Where to Learn More
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F O R  T H E  R E C O R D

Disclosure

Please remember that past performance may not be indicative of future results. Different types of investments involve varying degrees of risk, and there can be 
no assurance that the future performance of any specific investment, investment strategy, or product (including the investments and/or investment strategies 
recommended or undertaken by Bouchey Financial Group, Ltd.), or any non-investment related content, made reference to directly or indirectly in this 
newsletter will be profitable, equal any corresponding indicated historical performance level(s), be suitable for your portfolio or individual situation, or prove 
successful.

Due to various factors, including changing market conditions and/or applicable laws, the content may no longer be reflective of current opinions or positions. 
Moreover, you should not assume that any discussion or information contained in this newsletter serves as the receipt of, or as a substitute for, personalized 
investment advice from Bouchey Financial Group, Ltd. Please remember to contact Bouchey Financial Group, Ltd., in writing , if there are any changes in your 
personal/financial situation or investment objectives for the purpose of reviewing/evaluating/revising our previous recommendations and/or services.

Bouchey Financial Group, Ltd. is neither a law firm nor a certified public accounting firm and no portion of the newsletter content should be construed as legal 
or accounting advice. A copy of Bouchey Financial Group, Ltd.’s current written disclosure statement discussing our advisory services and fees is available for 
review upon request.
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Q U E S T I O N S  W E L C O M E

Thank you for joining us
518.720.3333 · bouchey.com

H E A L T H .  W E A L T H .  F O R  L I F E .
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